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SMU Anti-spam Solution

Why and How Email is Quarantined

Spam can be any unwanted or unsolicited email that you receive from a source that you do not know (for
example, advertisements). Malicious code includes small programs hidden inside or attached to the email.
These programs can run on your computer and severely damage it.

Email can be quarantined because
e The content of the email appears to be spam.
e The email sender is known to have sent spam email in the past.
e The sender is on a list of confirmed or suspected spam email senders.
¢  The email may contain malicious code or viruses.

The SMU anti-spam solution periodically sends you an email report (Spam Quarantine Summary) daily
when you have emails being quarantined. These emails will remain quarantined until you use your Personal
Quarantine or email report to delete the emails or release them for delivery.

Not all quarantined email is necessarily unwanted email. Some email may appear to contain spam or
malicious code but does not.

Your Personal Quarantine lets you examine quarantined email detail and content and determine for yourself
whether or not you should delete or release an email for delivery.

Please do take note that your email in your personal quarantine area will be auto delete every 30 days.



How to manage your SPAM

1. Below is the sample of the email report (Spam Quarantine Summary) that you will be receiving daily
through your SMU email mailbox. You may choose to leave the email in the quarantine folder, view it or
release it to your mailbox.

B Spam Quarantine Summary - Message (HTML) &= x|
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From: administrator@smu, sdu.sq Sent:  Fri 4/27(2007 5:10 PM
To: Johnny TAR Kuan Ing

&

Subject:  Spam QUarartine Summary

Quarantine Summary for johnnytan@smy. edu.sg
There are 13 new messages in your Spam Quarantine since you received your last Spam Quarantine Summary. These messages will
automatically be deleted after 30 days
To review the complete text of these messages, go to hitpss/antispam. smu.edu.sg 41443 and logm
NEW QUARANTINE MESSAGES
From Subject Date
Friday, Apr 27,
Eelease | View | SmokeShop bz #*25 FREE Cigars! 1% kweln 2007 05:09:07
PR BT
Friday, &pr 27,
Release | View | Chrstian Audiobocks 4 Christian Audiobooks for a Penny + ... 2007 05:09:.02 -
— [P} MTT
Friday, Apr 27,
Eelease | View | Fifth Thigl) Bank official information for aii Fifth Th. 2007 05:09:02
[P MYT
[
=IUNENOWHQ? =TINENOWNIE? Btatikyy, S &,
RElcase{[lView lohnmyt=B.CB=RSa= MTa2s7C qpK Skab30Tul CorVriTp 0y GRS
[P} MTT
Friday, Apr 27,
Release | View | Digital Camera 3 IN 1 Miniature Digjtal Camera [2007 05:08:57
PR MYT
Friday, Apr 27,
Release | View | Adam Griffin 0EM Seftware 2007 05:08:57
[PM MTT =

2. After clicking on “View” from your email, select “Yes” to accept the certificate to proceed. It is also
recommended to click on “View Certificate” and install it into your PC to prevent from further prompting on
your next visit to this site.

Security Alert x|

0 Information pow exchange with this site cannat be viewed ar
changed by others. Hawewer, there iz a problem with the zite's
gecurnty certificate.

& The securnty certificate was izzued by a company you have
not chosen to tust, Wiew the certificate to determine whether
oL want b kst the certifying autharity.

o The securty certificate date iz walid.

The name on the zecurity certificate iz invalid or does not
match the hame of the zite

Do you want ta proceed?

Mo Wiew Certificate




3. You will be lead to your personal quarantine area which will display the content of the email.

You may either chose to “Delete” the email if it is a spam or select “Release” to move it back to your
mailbox.
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Symantec Mail Security™ , symantec.
Help | Log Qut
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User Preferences
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Blocked Senders
Allowed Senders Release | pelete | cpevoss || mexts || BacktoMessages | Display Full Headlers |
Language Settings

‘Smokeshoy

<G REE_Cigars@smokeshop. bz
To: isprip 1 starbub.net sg>
Subect: 25 FREE cigarsii™* kwe\n

Date:  Friday, Sep 20, 2002 03:30:00 AM MYT

Ue now carry a full line of PERDOMO, FUENTE, MACANUDO, CAO, ASHTON, PADRON and PUNCH cigars!

FLOR DE L0 REYEE Torpede

Origin:

DR Manufacturer:

CTI Tobacca Size:

6 1/2 x 52

Filler:

DR Binder:

DR Wrapper:

Inds L
Panslist f1 An shsolute pleasure to smoke. This cigar would go very well with sn aged, small-hatch bourbon. H
Panelist §2 Here's a smoke that a veteran would enjoy and a junior smoker would enjoy [ stepping upl to. HIGHL
Panslist £3 Other than inconsistent wrapper colers, this one's a winner. Time in the box should make it even
Panslist #4 Even if it costs more than ¢.0F, this cigar is exactly what this country needs! Zaver it after a

Order Now: Reyes Unidos OR Flor de Los Beyes and receive 25 FREE Cigars at www.smokeshop.bz

The essemce of the Flor de los Reyes is a mild to medium bodied cigar of hand-crafted perfection. With uwncompromisin

< | >

Copyright @ 1998-2007 Symantec Carparation. All rights resarued. | - |

[&]pone [ [ [& N3 toca ntranet

In your personal quarantine areas, you can further manage your spam as compared to scheduled report
which is shown as below.

Under “User preference”, you can click on “Blocked Senders” to input any email addresses which you want
to deny from further receiving it.

) symantec Mail Security -Blocked Senders List - Microsoft Internet Explorer 18] x|
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Symantec Mail Security™ , symantec. ;

Help | Log Out

Blocked Senders

Quarantine
User Preferences

‘mail From addresses or domains on your Blocked Senders List will ahways be blocked,

Language Settings Blocked Senders

Add Blocked Senders
Email addresses and domain names:

Add ‘
Delete Enatle Disable

Enabled

v

™ johnmyt@cyberway,
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4. To prevent any of your sender email addresses which are falsely captured by the anti-spam engine as
spam, you may wish to use the “Allowed Senders” option to prevent those email addresses treated as spam.
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File Edit View Favorites Tools Help ‘ l'a'
@Ea(k - J - \ﬂ @ L;j | ;i Search \;’\\(Favunles '63‘ [\v :_\; H - J ﬁ 3
Address [{€] hitps: iantispam smu.edu.sq:41443bri Fiall i o e ‘L\n)s » @ -
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Symantec Mail Security™ , symantec.

Help | Log Gut

Allowed Senders

User Preferences
Blocked Senders

fnail from addresses or domains on your Allowed Senders List wil never be treated as

Allowed Senders

Add Allowed Senders

Email addresses and domain names:

|
Add ‘

Delete Enable Disable
M Allowed Senders Enabled

There are no entries in the Allowed Senders List,
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5. To view your quarantine email other than from the daily email report, you may access your personal
quarantine area with URL as given: https://antispam.smu.edu.sq:41443

Select “Yes” to accept the certificate.

Security Alerk x|

riril |nfarmation you exchange with thiz zite cannot be viewed or
?. changed by others. However, there is a problem with the site's
; gecurty certificate.

& The zecurty certificate waz izzued by a company you have
not chozen to trust, Yiew the certificate bo determine whether
wou want ko trust the certifving autharity,

a The securty certificate date iz valid.

& The name on the gecurnty certifizate iz invalid or does not
ratch the name of the site

Do you want to procesd?

Mo Wiew Certificate




6. On the logon page, you must select “smustu” for your domain if you are a student/alumni or “smustf” if you
are a faculty/staff and input your SMU logon name and password to manage your SPAM.

4§ Symantec Mail Security - Login - Microsoft Internet Explorer _&] x|
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Symantec Mail Security™ , symantec.

User name: [alurni |

Need help logaing in?

English x

B#sE
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7. For more information such as allowed/blocked list, etc, you may wish to read up more by clicking on the
“Help” menu on the top right corner.
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Symantec Mail Security™

Spam Message Quarantine
User Preferences  ( [Fm=epe B — i s s g [ = e
Blocked Senders

#lloved Senders
Language Seftings

Subject

[ BestReturns@Kryerfinandialar...

Feb 22, 2007 042420
D D 8
Suspected Spam] 8 Year Track Record S

™ BestReturns@Kryerfinandialar. .. Suspected Spam] 8 Year Track Record ...

Feb 22, 2007 04:24:20
PMMVT

Feb 22, 2007 04:24:19
PMMVT

Feb 22, 2007 04:24:19
PMMVT

Feb 22, 2007 04:24:19
PMMVT

I~ Perfumanis@offsrsuwant. net [Suspected Spam] 5 Fragrances for $25...

I~ Hardware Zone Hetworks [Suspected Spam] InfoTech Daily Newsl...

[ tester11@130.119.183.6 [Suspected Spam] Life is beautiful
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Feedbacks are always welcome if you have any question or doubts on this product. Thanks

helpdesk@smu.edu.sg 30" April 2007




